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This guide provides protective security advice to those who own, operate, manage or work within
the General Aviation sector. It aids those who are seeking to reduce the risk of a terrorist attack and
limit the damage an attack might cause. It highlights the vital part you can play in the UK

counter terrorism strategy.






Part A

[] general aviation

The ‘General Aviation’ sector is extremely diverse. It involves aircraft such as balloons and
airships, gliders, micro-lights, helicopters, light aircraft and business jets. Their activities cover
anything from agricultural use, aerial surveys, delivery of goods, corporate flights and leisure.
The aerodromes that support these activities vary from individual landing strips or helipads to
regional airports.

This guide is intended to give protective security advice to those who work within the
General Aviation sector to reduce the opportunity of a terrorist attack occurring, or limit the
damage such an event might cause. It also contains crime prevention material and guidance
on business continuity. This advice is not mandatory but may assist those engaged within
the sector to enhance security to an appropriate level at their site.

If you employ staff at your site, you need to be aware of your statutory obligations under
Health & Safety and Human Rights legislation. This advice may assist you in meeting
appropriate standards. In the event of an incident, your written risk assessments and plans
may come under scrutiny. You have a ‘duty of care’ to ensure the reasonable safety of
everyone who works at or visits your aviation site and the buildings and training facilities
therein.

To this end, in order to make the guide as appropriate as possible to your needs, it has been
divided into two main parts with checklist appendices at the back.

Part A — The guidance contained within this section is for all engaged within General
Aviation. From single operators to the owners of larger aerodromes, there is protective
security advice that is applicable to all sites.

Part B - The second part of the guide is intended for operators or owners of aerodromes or
small airports that are not governed by the National Aviation Security Programme. It gives
security advice for these larger sites, where any number of aviation activities take place on
a regular basis and additionally, provides guidance on continuity issues.

Aviation is one of the most important and rapidly expanding industries within the United
Kingdom. It is an essential element of the transport sector and as such forms part of the
Critical National Infrastructure providing substantial financial input to the Gross Domestic
Product.

It also offers terrorists and organised criminals a range of high profile targets or a possible
method of attack delivery. A successful terrorist incident on any section of the industry will
have devastating consequences in terms of casualties and a loss of confidence by the
travelling public.

The threat from terrorism has become extremely unpredictable in terms of target and
methodology. We have witnessed attacks designed to cause maximum casualties and where
possible, also undermine the global economy. To that end, those involved within the industry
must be more prepared than ever before.

It is accepted that there is no guarantee of absolute safety or absolute security in
combating the threat of terrorism but it is possible, through the use of this
guidance, to mitigate the risk to as low as reasonably practicable.



The bomb attacks in London in July 2005 and Glasgow in 2007 demonstrated that the threat
from terrorism is real and serious. Although actual attacks have so far been infrequent, it is
possible that you may come across suspicious activity or be caught in a terrorist incident. This
includes a spectrum of activity that we will discuss in this book.

Terrorism can come in many forms, not just a physical attack. It can take the form of attacks
on vital information or communication systems, causing disruption and economic damage.
Some attacks are easier to carry out if the terrorist is assisted by an ‘insider’ or by someone
with specialist knowledge or access. Terrorism also includes threats or hoaxes designed to
frighten, intimidate or disrupt.

It is worth remembering that measures you may consider for countering terrorism will also
work against other threats, such as theft or criminal damage. Wherever possible, any new
measures should integrate with existing security arrangements.

General aviation requires all stakeholders and relevant government agencies to unite in
helping prevent acts of terrorism and to maintain security of the United Kingdoms borders.

To this end a General Aviation Experts Working Group has been set up under the Chair of the
National Coordinator of Ports Policing.

The group has representation from the industry and Government agencies and it is hoped
that some policy on security for the General Aviation Sector may be forthcoming in the
future.

Until this is achieved, the National Counter Terrorism Security Office; in conjunction with all
relevant partners, has produced this security advice for the sector.

Our Intention
Our intention is to provide advice to the following area:

The provision of protective security advice in relation to aircraft with less than 20 passenger
seats or a maximum take-off weight [MTOW] of under 10 tonnes and the aerodromes from
which they operate.

The security of individual aircraft within the confines of an aerodrome remain the
responsibility of the owner and aerodrome operations manager. All aircraft should be kept
locked and immobilised whilst not being attended to prevent theft, tampering or other
misuse.

An aerodrome is defined as:

‘Aerodrome means a defined area of land intended to be used, either wholly or in part, for
the arrival, departure and movement of aircraft.

Air sites are intended to include all other locations where aeroplanes land or depart, for
example: private air strips.

Primacy for security regulation to Aircraft and Aerodromes is the responsibility of the
Department for Transport.






[ managing the risks

Managing the risk of terrorism is one area of responsibility that needs to be addressed. If
measures taken are sufficiently robust to your circumstances, then contingency plans, drawn
up to respond to an incident, can be tailored appropriately and be more likely to be effective.

The General Aviation sector currently has no direct regulation. Therefore with regard to
protective security, the best way to manage the hazards and risks to your site is to start by
identifying the threats and vulnerabilities to your particular operation.

This will help you to decide:

« What security improvements you need to make
« What type of security and contingency plans you need to develop.

For many General Aviation sites, simple good practice - coupled with vigilance and well
practiced contingency arrangements - may be all that is needed.

If, however, you assess that there is a risk, you should apply appropriate protective security
measures to reduce the risk to as low as reasonably practicable.

Formulating such a risk assessment can be achieved by reading this chapter and using the
checklists at the back of this guide.

Risk Management Cycle
The following diagram illustrates a typical risk management cycle:
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Step One: Identify the threats

Understanding the terrorist's intentions and capabilities - what they might do and how they
might do it - is crucial to assessing threat. Ask yourself the following questions:

e What can be learnt from the government and media about the current security climate,
or about recent terrorist activities? [Visit the MI5 website www.mi5.gov.uk.]

< |s there anything about your site or operation, staff or activities that would particularly
attract a terrorist attack?

= Is there an association with high profile individuals or organisations which might be
terrorist targets?

< Do you have procedures in place and security measures available for deployment, if VIPs
attend or utilize your site?

« Does your location mean that you may suffer business disruption from an attack or other
incident to a high risk neighbour?

« What can your local Police Service tell you about crime and other problems in your area?

« Is there any aspect of your business or activities that terrorists might wish to exploit to aid
their work, e.g. plans, technical expertise or unauthorised access?

« Do you communicate the threat to your staff?

Step Two: Decide what you need to protect and identify your
vulnerabilities

Your priorities for protection should fall under the following categories:
« People (staff, including aircrew, passengers, contractors, visitors)
< Physical assets (the fabric of your aerodrome, buildings, airfield etc.)
< Information (electronic and non-electronic data)
« Processes (supply chains, procedures).

You should already know what is important to your business. Tangible infrastructure such as
the aircraft apron, communications and data suite, the supply of aviation fuel and aircraft
spares, are integral to the operation.

You may already have plans in place to safeguard your most important assets from other
threats. For example:

= You should already have contingency plans to deal with any incident likely to prejudice
aircrew safety or the safety of others training or using the airfield.

= You should have procedures for assessing the reliability and integrity of those you wish to
employ

< You may have taken steps to protect your IT systems from viruses and hackers; these
systems should be continuously updated

< You should have measures in place to limit individuals' access to parts of the airfield and
incorporate appropriate access control measures. If you have reason to believe that you
are at greater risk of attack because of the nature of your operation or the location of



your premises, consider what others could find out about your vulnerabilities, such as:

« What information about you is in the public domain, e.g. on the internet or in public
documents?

* What published facts point to installations or services that are vital to the continuation of
your business?

As with Step One, consider whether there is an aspect of your business or activities that
terrorists might want to exploit to aid or finance their work. If there are, how stringent are
your checks on the people you recruit or on your contract personnel? Are your staff security
conscious? How good are your staff at spotting unusual activity?

[See hostile reconnaissance chapter 7]

Step Three: Identify measures to reduce risk

You are unlikely to be able to eliminate risk altogether, therefore you should identify the most
appropriate measures to reduce risk to as low as reasonably practicable. You need to protect
those aspects of your business that are critical, which will always include your staff. This
involves:

« Physical security
* Managing staff securely (i.e. good personnel practices) and
« Information security.

There is little point investing in costly security measures if they can be easily undermined by a
disaffected insider, or by a lax recruitment process.

Remember, TERRORISM IS A CRIME. Many of the security precautions typically used
to deter criminals are also effective against terrorists.

This means that you may already have a good security regime on which you can build. Before
you invest in additional security measures, review what is already in place, including staff
already employed.

Staff may be unaware of existing security measures, or may have developed habits to
circumvent them. Simply reinstating good basic security practices and regularly reviewing
them will bring benefits at negligible cost.

Step Four: Review your security measures & rehearse and
review security and contingency plans

Due to the diversity of General Aviation, mitigating measures will vary from site to site. You
should conduct regular reviews and exercises of your plans to ensure that they remain
accurate, workable and up to date. You should be aware of the need to modify them to take
into account any changes in your infrastructure or operation. (e.g. new building work,
changes to personnel or flight operations.)

Rehearsals and exercises should wherever possible, be conducted in conjunction with the
emergency services and local authority.



Make sure that your staff and users of your airfield understand and accept the need for
security measures and that security is seen as part of everyone's responsibility, not merely
something for security experts or professionals. Make it easy for people to raise concerns or
report observations.

Successful security measures require:

« The support of senior management

» Staff awareness of the measures and their responsibility in making them work
= Someone within your organisation having responsibility for security.

IT SHOULD BE REMEMBERED THAT THE GREATEST RISK TO ANY OPERATION IS
COMPLACENCY.
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[] physical security

Physical security is important in protecting against a range of threats and vulnerabilities,
including terrorism. Put in place security measures to remove or reduce your vulnerabilities to
as low as reasonably practicable, bearing in mind the need to consider safety and emergency
response as a priority at all times.

Your risk assessment will determine which measures you should adopt, but they range from
basic good housekeeping, such as keeping communal areas in buildings clean and tidy to not
storing equipment against a perimeter fence.

Electronic equipment must be kept maintained and be fit for the purpose it was designed for.
CCTV, intruder alarms, computer security and lighting are of little benefit if they are in
disrepair or not part of an integrated regime.

Action you should consider

Contact your Counter Terrorism Security Adviser (CTSA) through your local police force at the
start of the process. As well as advising you on physical security, they can direct you to
professional bodies that regulate and oversee reputable suppliers.

Remember also that you will need to ensure that all necessary regulations are met, such as
local planning permission, building consents, Health and Safety and fire prevention
requirements.

Plan carefully — as this can help keep costs down. Whilst it is important not to delay the
introduction of necessary equipment or procedures, costs may be reduced if new changes
coincide with new building or refurbishment work.

Security awareness

The vigilance of all aerodrome users and staff is essential to your protective measures. They
will know their own work areas or offices very well and should be encouraged to be alert to
unusual behaviour or items out of place.

They must have the confidence to report any suspicions, knowing that reports — including
false alarms - will be taken seriously and regarded as a contribution to the safe running of
the aerodrome.

Training is therefore particularly important. Staff should be briefed to look out for packages,
bags or other items in odd places, carefully placed (rather than dropped) items in rubbish bins
and unusual interest shown by strangers in less accessible places.

[See hostile reconnaissance — chapter 7]

Access control

An efficient entry system benefits the smooth flow of traffic into an aerodrome.
Consideration should be given to how access could be controlled at the entrance, should the
searching or screening of vehicles be required in response to a specific threat. Larger sites will
additionally have ‘crash’ gates that will require a strict security regime to ensure they are not
breached.

Access points should be kept to a minimum with any boundary fences or demarcation lines
clearly signed. Consideration should be given to investing in good quality access control
systems, such as magnetic swipe identification cards or proximity card pads.



Security passes

If a staff pass system is in place, insist that staff wear their passes visibly and securely at all
times to ensure flight and ground safety. Their issuing should be strictly controlled and
regularly reviewed. Visitors should be escorted and should wear clearly marked temporary
passes, which must be returned on leaving. Anyone not displaying security passes should
either be challenged or reported immediately to security or management. Consider
introducing a pass system if you do not have one already.

Screening

The operation of screening involves the use of electronic measures to examine people,
vehicles or bags. If xray screening equipment is used on site, it must be carried out by trained
staff. In conjunction with screening, routine searching and patrolling of premises represents
another level of security; covering both internal and external areas. If you have a security
force or guarding company they should keep patrols regular, though not too predictable.

[See Search Planning — Chapter 13]

Traffic Management - Vehicle Bollards & Barriers

The implementation of traffic
management controls and mitigating
measures are not mandatory within the
General Aviation sector.

If you believe your aerodrome may be
at risk from a vehicle borne improvised
explosive device [VBIED] commonly
known as a vehicle bomb, the basic
principle is to keep all vehicles at a safe
distance. Those requiring essential
access should be identified in advance

and checked before being allowed through. If possible, you should ensure that you have
proper access control, careful landscaping, traffic-calming measures and robust, well-lit
barriers or bollards. Ideally, keep non-essential vehicles as far away from your building as
possible.

For site specific advice and guidance
you should contact your local police
Counter Terrorism Security Adviser
[CTSA].

11
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Perimeter Fencing

Perimeter fencing is an important line of delineation, both for deterring criminal activity and
enhancing safety. Once installed, it should be regularly checked to ensure that it is in good
repair and fit for its intended purpose. Your CTSA will be able to advise you.

Doors and windows

Good quality doors and windows are essential to ensure building security. External doors
should be strong, well-lit and fitted with good quality locks. Consideration should also be
given to alarms. Remember that glazed doors are only as strong as their weakest point,
which may be the glazing.

All accessible windows should have good quality key operated locks.

Many injuries involving explosive devices are caused by flying glass. Glazing protection is an
important casualty reduction measure. Extensive research has been carried out on the effects
of blast on glass. There are technologies that minimise the shattering effect and therefore
reduce the possibility of casualties. Anti-shatter film, which holds fragmented pieces of glass
together, offers a relatively cheap and rapid improvement to existing glazing. If you are
installing new windows, consider laminated glass, but before undertaking any improvements
seek specialist advice through your police CTSA.

Integrated security systems

Intruder alarms, CCTV and lighting are commonly used to deter crime, detect offenders and
delay their actions. All these systems must be integrated so that they work together in an
effective and co-ordinated manner.

Intrusion detection technology can play an important role in an integrated security system; it
is as much a deterrent as a means of protection. If a police response to any alarm is required,
your system must be compliant with the Association of Chief Police Officers’ (ACPO) security
system policy (www.acpo.police.uk). For further information, contact the Alarms
Administration Office at your local police headquarters.

Using CCTV can help clarify whether a security alert is real and is often vital in post-incident
Investigations.

External lighting provides an obvious means of deterrence as well as detection, but take into
account the impact of additional light pollution on neighbours. If it is carefully designed and
used, external lighting will help security staff and improve the capabilities of CCTV systems.



CCTV can be useful within non public areas of
the aerodrome such as baggage make-up
areas and for the aircraft stands.

Remember, however, that CCTV is only
effective if it is properly monitored and
maintained.

[See CCTV - Chapter — 11]

13
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good housekeeping

Basic good housekeeping reduces the
opportunity for planting suspect
packages or bags and helps to deal
with false alarms and hoaxes.

You can reduce the number of places
where devices may be left by considering
the following points:

« Reduce the number of litter bins and
ensure they are regularly emptied or
checked.

« The use of clear bags for waste disposal is an alternative as it provides an easier
opportunity for staff to conduct an initial examination for suspect package.

= Review the use and security of any compactors, wheelie bins and metal bins to store
rubbish within the aerodrome next to structures or near the apron. Do not place any bins
next to or near any glazing.

« Keep any public or communal areas — exits, entrances, reception areas, stairs, halls,
toilets — clean and tidy

« Keep the furniture in such areas to a minimum — ensuring that there is little opportunity
to hide devices

= Lock unoccupied offices, rooms and store cupboards

= Ensure that everything has a place and that things are returned to that place
« Put plastic seals on maintenance hatches

= Keep external areas as clean and tidy as possible

= Prune all vegetation and trees, especially around entrances and the perimeter fence to
assist in surveillance, prevent intrusion and concealment of any packages.

[see Good Practice checklist — Housekeeping in Appendix ‘A’



M six chemical, biological and
radiological (CBR) attacks

Since the early 1990s, concern that terrorists might use CBR materials as weapons has
increased. This chapter is aimed at enhancing awareness of what is a complex subject, but
should not be taken as an indication that General Aviation is at specific or significant risk of
attack. However, those involved in agriculture should be aware of the potential attractiveness
of both aircraft and agricultural chemicals together in the same place.

Chemical Agents: including chemical warfare agents, plus toxic
agricultural, household or industrial chemicals.

Biological Agents: including bacteria or viruses that cause disease, for
example anthrax, and biological toxins such as ricin.

Radiological Agents: including radiological materials used in hospitals and
industry. A radiological dispersal device (RDD), often referred to as a ‘dirty
bomb’, is typically a device where radioactive materials are combined with
conventional explosives.

Examples of recent attacks, not necessarily terrorist, using CBR material:

« 1995 - Sarin gas attack [Chemical] Tokyo subway — 12 dead, 5,000 injured.
e 2001 - Anthrax letters [Biological] in the USA - 5 dead.
= 2007 — Poisoning of Litvenyko with Polonium 210 [Radiological] in London.

CBR weapons have been little used so far, and where terrorists have tried to carry out CBR
attacks, they have generally used relatively simple materials. However, certain groups have
expressed a serious interest in using CBR materials. Whilst the likelihood of a CBR attack
remains low, vigilance within the General Aviation sector is critical, as the delivery method of
airborne biological or chemical agents could be enhanced by use of light aircraft. Any
suspicious activity sighted at your aerodrome should be reported immediately to police.

What you can do
= Review the physical security of aircraft, especially crop sprayers and similar types.

« Review the physical security of any toxic materials that are held on the aerodrome, and
ensure proper accounting for such materials.

A basic awareness of CBR threat and hazards, combined with general protective security
measures (e.g. screening visitors, CCTV monitoring of perimeter and entrance areas, being
alert to suspicious letters and packages) should offer a good level of resilience. In the first
instance, seek advice from your local police force CTSA.

15



[ ] hostile reconnaissance

Operation Lightning is a national intelligence gathering operation to record, research,
investigate and analyse:

= Suspicious sightings.
« Suspicious activity.
at or near:
* Crowded places.
or prominent or vulnerable:
 Buildings.
« Structures.
« Transport infrastructure.

The ability to recognise those engaged in hostile reconnaissance could disrupt an
attack and produce important intelligence leads.

Primary Role of Reconnaissance
« Obtain a profile of the target location.
« Determine the best method of attack.
« Determine the optimum time to conduct the attack.

Hostile reconnaissance is used to provide information to operational planners on potential
targets during the preparatory and operational phases of terrorist operations.

Reconnaissance operatives may visit potential targets a number of times prior to the attack.

Where pro-active security measures are in place, particular attention is paid to any variations
in security patterns and the flow of people in and out.

What to look for

= Significant interest being taken in the perimeter of the aerodrome including the fence
line, flight paths, access and egress routes.

= Groups or individuals taking significant interest in the location of CCTV cameras and
controlled areas.

= People taking pictures — filming — making notes — sketching of the security measures at
the access points

= Video cameras, possession of photographs, maps, blueprints etc, of critical infrastructure,
including nearby electricity transformers, gas pipelines, telephone cables etc. that may
serve the site.

= Possession of global positioning systems, (GPS),

= Vehicles parked at the perimeter or outside buildings at the aerodrome with one or more
people remaining in the vehicle, for longer than would be considered usual.

« Parking, standing or loitering in the same area on numerous occasions with no apparent
reasonable explanation.



= Prolonged static surveillance or simple observation such as staring or quickly looking
away.

= Activity inconsistent with the nature of the building.

= Unusual questions — number and routine of staff/VIP’s using the aerodrome.
« Individuals that appear to look out of place or are loitering.

= Persons asking questions regarding security and evacuation measures.

= Vehicles, packages, luggage left unattended.

= Vehicles appearing over weight.

= Persons appearing to count pedestrians/vehicles.

« Delivery vehicles arriving at the aerodrome at other than normal times.

< Vehicles emitting suspicious odours e.g. fuel or gas.

< Noted pattern or series of false alarms indicating possible testing of security systems and
observation of response behaviour and procedures, [bomb threats, leaving hoax devices
or packages.]

» The same vehicle and different individuals or the same individuals in a different vehicle
returning to a location(s).

< Unusual activity by contractor's vehicles.

< Recent damage to perimeter security, breaches in fence lines or walls or the concealment
in hides of mortar base plates or other equipment, e.g. ropes, ladders.

« Attempts to disguise identity — motorcycle helmets, hooded tops or multiple sets of
clothing to change appearance.

= Constant use of different paths, and/or access routes across a site. ‘Learning the route’ or
foot surveillance involving a number of people who seem individual but are working
together.

= Multiple identification documents — suspicious, counterfeit, altered documents etc.
* Non co-operation with security or other aerodrome personnel.

» Those engaged in reconnaissance will often attempt to enter premises to assess the
internal layout and in doing so will alter their appearance and provide cover stories.

< In the past reconnaissance operatives have drawn attention to themselves by asking
peculiar and in depth questions of employees or others more familiar with the
environment.

« Sightings of suspicious activity should be passed immediately to security management for
CCTV monitoring if available and the event recorded for evidential purposes.

Always contact the police if a candidate for flying lessons or attempting to hire an
aircraft, raises your suspicions. Is their request unusual? What is their motive for
applying? Do they wish to pay in cash? Do they only wish to undertake part of the
course? Have they undertaken some training before? Is your airfield the closest to
their address?

17
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Reconnaissance operatives may also seek additional
information on:

= Width surveys of surrounding roads — exploring the range of tactical options available to
deliver a device.

« Levels of internal and external security — are vehicle/person/bag searches undertaken?

THE ROLE OF THE RECONNAISSANCE TEAM HAS BECOME INCREASINGLY IMPORTANT
TO TERRORIST OPERATIONS.

Reconnaissance trips may be undertaken as a rehearsal to involve personnel and equipment
that will be used in the actual attack e.g. before the London attacks on 7 July 2005, the
bombers staged a trial run nine days before the actual attack.

.,.1

Aviation enthu5|asts can be mistaken for someone carrying out hostile
reconnaissance. Where there is doubt by aerodrome staff, the police should be
informed and necessary enquiries carried out.

Any ‘plane spotter’ that regularly attends and is
known to be bona fide, can assist aerodrome
staff by pointing out any other unusual activity
he or she witnesses; such as a stranger
mingling with the regulars and asking
questions on security regimes.

Reporting suspicious activity to police that does
not require an immediate response, contact the
ANTI-TERRORIST HOTLINE - 0800 789 321

ANY INCIDENT THAT REQUIRES AN IMMEDIATE
RESPONSE — DIAL 999.




[] threat levels

As of 1 August 2006, information about the national threat level is available on the Security
Service, Home Office and UK Intelligence Community Websites. Terrorism threat levels are
designed to give a broad indication of the likelihood of a terrorist attack. They are based on
the assessment of a range of factors including current intelligence, recent events and what is
known about terrorist intentions and capabilities. This information may well be incomplete
and decisions about the appropriate security response should be made with this in mind.

There is no obligation at this time for those within the General Aviation sector to
respond specifically to a change in the threat level. To do so may be expensive and
disproportionate to your site. However those who own, operate, manage or work
within larger aerodromes, may wish to keep themselves updated with any changes
to the threat level.

Threat Level Definitions

CRITICAL AN ATTACK IS EXPECTED IMMINENTLY
SEVERE AN ATTACK IS HIGHLY LIKELY
SUBSTANTIAL AN ATTACK IS A STRONG POSSIBILITY
MODERATE AN ATTACK IS POSSIBLE BUT NOT LIKELY

LOW AN ATTACK IS UNLIKELY

Response Levels

Response levels provide a broad indication of the protective security measures that should be
applied at any particular time. They are informed by the threat level but also take into
account specific assessments of vulnerability and risk. Response levels tend to relate to sites,
whereas threat levels usually relate to broad areas of activity. There are a variety of site
specific security measures that can be applied within response levels, although the same
measures will not be found at every location.

The security measures deployed at different response levels should not be made public,
to avoid informing terrorists about what we know and what we are doing about it.

There are three levels of response which broadly equate to threat levels as shown below:

CRITICAL EXCEPTIONAL

SEVERE

19
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Response Level Definitions

RESPONSE LEVEL DESCRIPTION

Maximum protective security measures to meet specific
threats and to minimise vulnerability and risk.

EXCEPTIONAL

Additional and sustainable protective security measures
reflecting the broad nature of the threat combined with
specific business and geographical vulnerabilities and
judgements on acceptable risk.

HEIGHTENED

Routine baseline protective security measures, appropriate

NORMAL to your business and location.

What can | do now?
= Carry out a risk and vulnerability assessment that is specific to your General Aviation site.

« |dentify a range of practical protective security measures appropriate for each of the
response levels. Your CTSA can assist you with this.

« Make use of the good practice checklists on the following pages to assist you in your
decision making process.

< The counter measures to be implemented at each response level are a matter for
individual premises or organisations and will differ according to a range of
circumstances, however it must be emphasised that the aerodrome should have
counter measures that complement all users.

« All protective security measures should be identified in advance of any change in
threat and response levels and should be clearly notified to those staff who are
responsible for ensuring compliance.




Part B

[] aerodrome security planning

Installing good protective security measures will act as an investment for your site.

The aerodrome or security manager should already have responsibility for the
following key areas:

« the production of a security plan based on the risk assessment
« the formulation and maintenance of a search plan

 the formulation and maintenance of other contingency plans dealing with bomb threats,
suspect packages and evacuation

« liaising with the police, other emergency services and local authorities

 arranging staff training where appropriate, including his/her own deputies and
conducting briefings/debriefings

= conducting regular reviews of the plans.

For independent and impartial counter terrorism advice and guidance that is site specific, the
Security Manager should establish contact with the local police Counter Terrorism Security
Adviser [CTSA.] All UK Police Forces have CTSAs and they can be contacted through your
nearest police station or via the force website.

Your CTSA can:
« help you assess the threat, both generally and specifically

= give advice on physical security equipment and its particular application to the methods
used by terrorists

your CTSA will be able to comment on its effectiveness as a deterrent, as protection and as
an aid to post-incident investigation

~ facilitate contact with emergency services and local authority planners to develop
appropriate response and contingency plans

« identify appropriate trade bodies for the supply and installation of security equipment
« offer advice on search plans.

The CTSA is fully supported by the National Counter Terrorism Security Office [NaCTSO] and
the Centre for Protection of National Infrastructure [CPNI.] This ensures a nationally consistent
standard of advice to the sector.

Creating your Security Plan

The Security or Aerodrome Manager should aim to produce a plan that has been fully
exercised, and which is regularly audited to ensure that it is still current and workable.

Before you invest in additional security measures, review what is already in place,
including known weaknesses such as blind spots in your CCTV system.

When creating your security plan, consider the following:

« details of all the protective security measures to be implemented, covering physical,
information and personnel security
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« instructions on how to respond to a threat (e.g. telephone bomb threat)

 instructions on how to respond to the discovery of a suspicious item or event

e a search plan

« evacuation plans and details on securing the site and equipment to the best of your

ability in the event of a full evacuation

= your business continuity plan

= a communications and media strategy should be considered

Your planning should incorporate the seven key instructions applicable to most
incidents:

1.
2,

3
4.
5
6

Do not touch suspicious items

Move everyone away to a safe distance

. Prevent others from approaching

Notify the police

. Communicate safely to staff and airfield users

. Use hand-held radios or mobile phones away from the immediate vicinity of

any suspicious item, remaining out of line of sight and behind hard cover

. Ensure that whoever found the item or witnessed the incident remains on

hand to brief the police.

Effective security plans are simple, clear and flexible, but must be compatible with existing
plans, e.g. evacuation plans and fire safety strategies. Everyone must be clear about what
they need to do in a particular incident. Once made, your plans must be followed.




[] access control

There should be clear demarcation between public and private areas, with appropriate access
control measures into and out of the private side.

Risk assessment

Refer back to ‘managing the risks’ and decide the level of security you require before
planning your Access Control system. Take into account any special features you may require.

If your assessment suggests that such a system is required, then the following elements need
to be considered.

Appearance

Your Access Control system is often the first impression of security made on visitors to your
aerodrome.

Ease of access

Examine the layout of your system. Do your entry and exit procedures allow legitimate users
to pass without undue effort and delay?

Training
Are your staff fully aware of the role and operation of your Access Control system? Your
installer should provide adequate system training.

System maintenance

Your installer should supply all relevant system documentation, e.g. log books and service
schedules. Are you aware of the actions required on system breakdown? Do you have a
satisfactory system maintenance agreement in place?

Interaction

Your Access Control system may supplement other security measures. Consider system
compatibility.

Compliance

Are you compliant with:

< The Disability Discrimination Act 1995
< The Data Protection Act 1998
e The Human Rights Act 1998

Objectives

Are your security objectives being met? If necessary, carry out a further risk assessment and
address any shortcomings accordingly.

Access control is only one important element of your overall security system.

Remember! Whether driving a lorry or carrying explosives, a terrorist needs physical
access in order to reach the intended target.

See Good Practice Checklist — Access Control & Visitors in Appendix ‘B’
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cctv guidance

If you have a Closed Circuit Television [CCTV] system, or
are contemplating installing one, ask yourself the
following questions:

« Does your CCTV system currently achieve what you
require it to do? Do you need it to confirm alarms,
detect intruders through gates or over fences and
produce images of evidential quality?

= Are the CCTV cameras in use for the protective security of your aerodrome integrated
with those used to monitor other activities, such as checking delivery vehicles?

The Home Office Scientific Development Branch (HOSDB) formerly known as the Police
Scientific Development Branch (PSDB) has published many useful documents relating to
CCTV, including:

- ‘CCTV Operational Requirements Manual’ (Ref: 17/94),

- ‘UK Police Requirements for Digital CCTV Systems’ (Ref: 09/05),
- ‘Performance Testing of CCTV Systems’ (Ref: 14/95),

- ‘CCTV Control Room Ergonomics’ (Ref: 14/98).

CCTV cameras should cover the entrances and exits to your aerodrome and other areas that
are critical to the safe management of any event at the site and to the security of your
business. Constantly monitor the images captured by your CCTV system or regularly check
recordings for suspicious activity ensuring at all times full compliance with the Data Protection
Act 1998 which should be specified in your CCTV Data Protection Policy.

Consider also the following points:
= Ensure the date and time stamps of the system are accurate
« Regularly check the quality of recordings

« Digital CCTV images should be stored in accordance with the evidential needs of the
Police. Refer to HOSBD publication 09/05 - UK Police Requirements for Digital CCTV
Systems.

= Ensure that appropriate lighting complements the system during daytime and darkness
hours

« For analogue systems change tapes daily — use no more than 12 times

* Keep your tapes for at least 31 days

» Use good quality video tape and check it regularly by playing it back on a different machine
« Ensure the images recorded are clear — that people and vehicles are clearly identifiable

* Check that the images captured are of the right area

« Implement standard operating procedures, codes of practice and audit trails

« Give consideration to the number of camera images a single CCTV operator can
effectively monitor at any one time.

See Good Practice Checklist — CCTV in Appendix ‘C’
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[ cargo and mail handling

Most aerodromes receive large amounts of cargo, mail and other deliveries and this offers a
possible route into your sector for terrorist activity. If this is a concern, the following guidance may
be applicable to your site, particularly if you have a separate cargo and mail handling building.

Suspicious Cargo and Mail

Cargo and mail which includes parcels, packages and anything delivered by post or courier,
has been a commonly used terrorist method. A properly conducted risk assessment should
give you a good idea of the likely threat to your organisation and indicate precautions you
need to take.

Suspicious packages designed to cause harm can be: explosive or incendiary (the two most
likely kinds), or chemical, biological or radiological.

Anyone receiving a suspicious delivery is unlikely to know which type it is, so procedures
should cater for every eventuality.

All cargo should be checked prior to loading on to an aircraft. Cargo or a letter containing a
bomb will probably have received fairly rough handling by couriers or in the post and so is
unlikely to detonate through being moved, but any attempt at opening it, however slight,
may cause it to function. Unless delivered by courier, it is unlikely to contain a timing device.
Bombs inside cargo or letters may come in a variety of shapes and sizes; a well-made one will
look innocuous but there may be telltale signs.

Indicators to Suspicious Packages
= It is unexpected or of unusual origin or from an unfamiliar sender
e There is no return address or the address cannot be verified

« It is poorly or inaccurately addressed e.g. incorrect title, spelt wrongly, title but no name,
or addressed to an individual no longer with the company

» The address has been printed unevenly or in an unusual way
e The writing is in an unfamiliar style

» There are unusual postmarks or postage paid marks

< A liffy bag, or similar padded envelope, has been used

= It seems unusually heavy for its size. Most letters weigh up to about 28g or 1 ounce,
whereas most effective letter bombs weigh 50-100g and are 5mm or more thick

« It has more than the appropriate value of stamps for its size and weight
« It is marked ‘personal’ or ‘confidential’
« It is oddly shaped or lopsided

« The package is heavily taped or the envelope flap is stuck down completely (a harmless
letter usually has an ungummed gap of 3-5mm at the corners)

« There is a pin-sized hole in the envelope or package wrapping
e There is a smell, particularly of almonds or marzipan

« There is an additional inner package, and it is tightly taped or tied (however, in some
organisations sensitive or ‘restricted’ material is sent in double envelopes as standard
procedure).
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Chemical, biological or radiological materials

INn cargo

Terrorists may seek to use or transport chemical, biological or
radiological materials in cargo. It is difficult to provide a full list of
possible CBR indicators because of the diverse nature of the materials.
However, some of the more common and obvious are:

« Unexpected granular, crystalline or finely powdered material (of any colour and usually
with the consistency of coffee, sugar or baking powder), loose or in a container

= Unexpected sticky substances, sprays or vapours
= Unexpected pieces of metal or plastic, such as discs, rods, small sheets or spheres

= Strange smells, e.g. garlic, fish, fruit, mothballs, pepper, meat, rotten. If you detect a
smell, do not go on sniffing it. However, some CBR materials are odourless and tasteless

« Stains or dampness on the packaging

= Sudden onset of illness or irritation of skin, eyes or nose. CBR devices containing finely
ground powder or liquid may be hazardous without being opened.

What you can do:

= The precise nature of the incident (chemical, biological or radiological) may not be
readily apparent. Keep your response plans general and wait for expert help from the
emergency services

« Review plans for protecting yourself and any staff in the event of a terrorist threat or
attack. Remember that evacuation may not be the best solution. You will need to be
guided by the emergency services on the day

« Plan for the shutdown of systems that may contribute to the movement of airborne
hazards (e.g. computer equipment containing fans)

« Ensure that doors can be closed quickly if required

« If your external windows are not permanently sealed shut, develop plans for closing
them in response to a warning or incident

< Examine the feasibility of emergency shutdown of air-handling systems and ensure that
any such plans are well rehearsed

« Where a hazard can be isolated by leaving the immediate area, do so as quickly as
possible, closing doors and windows as you go

= Move those directly affected by an incident to a safe location as close as possible to the
scene of the incident, so as to minimise spread of any contamination

 Separate those directly affected by an incident from those not involved so as to
minimize the risk of inadvertent cross-contamination

« Ask people to remain in situ — though you cannot contain them against their will

= You do not need to make any special arrangements beyond normal first aid provision.
The emergency services will take responsibility for treatment of casualties.
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